510 B 1 ) W 4% 515 B2 AR Vol.10 No.1
2024 42 H Chinese Journal of Network and Information Security February 2024

ENM JPEG BISFRFAMRIP AR

LihfE, TR, WEE
CEREER KI5 A% 22, 528 A 230026)

# . T JPEG EEMR—Mha B R EG R, JPEG BUEH B RY H AR E R BRFAX
BN, FRZE SRR N 5i4h, JPEG BE P ESRAE BMXE, BIBNMEXE (ROD , 4+
RGN EUR B — 5 AU ROLBHT IR G B TGO RN BT ik, $2t T —FRi& R JPEG Bl
BEAAORY T o R NJRASIN A5 T775 AN JPEG B A R B SEORA DX 38, o FH 2 T R 3 17 P8 P 30 A 5 B v 0
AX AT R Y, FWE BB T Rk B R AT 0 BN EIE . ERERFA R O R T A
%, BVERIRRBE T D SE AR E S TR ZRA R R XK. BT AT RN, TUEHA
ERISHCUEN AR SRRRE R, FFEBRMAE . 24 ROl EEMERGEET TSR E T gk
T &, fEEEIEYEEL (PSNR, peak signal-to-noise ratio) FISCIFIENK FREEFEFR T, EITLIRR TAESH
W7 EYERE R R B T HEE I S E . HREREWH, EEENSET, it RERFRY . X
2K 2 SEJT R R IR T O/ %R

KA. JPEG BUE: FRFAGRY; WIOHE BRGNS i)

PESHES: TP37

XHEKFRERS: A

DOI: 10.11959/j.issn.2096—109%.2024005

Adaptable privacy protection scheme in JPEG images

WEN Hongxin, HU Fei, YU Nenghai
School of Cyber Science and Technology, University of Science and Technology of China, Hefei 230026, China
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reversible data hiding. The application of reversible algorithms in the privacy protection process enabled authorized

users to fully restore the protected area. By introducing variable parameters, this scheme allowed for the selection of

appropriate parameters to meet different practical requirements and achieve optimal encryption results. Additionally,

the complex scenario of multiple overlapping ROIs was discussed and resolved. Experimental evaluations were

conducted to investigate the influence of parameters on performance, considering both peak signal-to-noise ratio

(PSNR) and file size increment. The results demonstrate that the proposed scheme outperforms existing schemes in

terms of privacy protection and file size when suitable parameters are employed.
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Figure 1 A typical scene of privacy protection in JPEG image
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Figure 2 Procedure of encryption
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Figure 14 Differences with different ROI obtaining methods
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Figure 16 Comparison with existing schemes

S
=(6,9, 10)

K2 ANFBFRE5EHEHEMNFSIFfLL
Table 2 Comparison of FSI between the proposed
scheme and existing schemes

ES FSI

KX %, B8 (a,B,7)=(1,7,10) 0.30%
KXTT%, B8 (a,B,7)=(1,9,10) 0.35%
KXH %, B8 (a,B,7)=(6,9,10) 1.33%
Yuan®I9 77 % 10.80%

Li"f 5 % 0.51%

Cao My 77 % 0.39%

Huang"' {75 % 1.15%
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